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Abriska is access online via https://www.abriska.com, your username is your email address and your

password will have been sent via email.
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Getting the balance right

Abriska - URM's Risk Management Tool

Through URK's infermation security and business continuity engagements, URM has developed Abriska, a modular web based product to assist with the activities
associated with complying or certifying to 150 27001 or 150 22301, Abriska focuses on the 'Plan' phase of the PDCA cycle for both Standardls, this covers the risk

assessment and business impact analysis.

Login Credential

Username *
Password *

Submit

Abriska Cookie Use

Coockies are small text fileswhich don’t contain any sensitive data,
but are used within Abriska to store a unique reference which
allows a session to be maintained until the user logs out. If these
wereto be disabled, it would prevent a user from logging in.

For further information about cookies please see
http: . about cookies. o

Upon Logging in you'll be presented with a screen that looks like this:

Organisation Logo

Home

Example Support Organisation (IS)

Frofile

Motifications Select an option from the sidebar,

Wiew Entities

Yiew Owned Contrals
Yiew Resources
Yiew Risks

YWiew Risk Actions

Click on View Owner Controls, highlighted orange above.
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Organisation Logo

Contact Division

Return to Home P
Divisions
Division Hame Humber of Controls Available Actions
Exarnple Support Organisation (1S) Control Assessment
Example Support Crganisation (15 7

Example Support Organisation (IS) Control Risk Strategies

The above page displays the two options that are available for controls. Initially, click on the “....
Control Assessment” button.

Example Support Organisation (IS) - Controls

Control _  Control - - Maturity Defined . Proposed Maturity Defined
Group | otimme & || SRS T OWneR o d Justified ¥ | and Justified ¥
D 150 27001 511 Policies for information security E::'rc Teinftialisd Has #Managed and Measurable
D 1S 27001 510 Rewew of the policies for information Baszic Z:Defined Process 4 Managed and Messurable
SECurity Uzar
- . . : - :
120 2700 11 Informatl.olj. §ecurtty; roles and Basic 2:Repestable but Intuitive 4 Managed and Measurable
responsibilties Lzer
150 2700 512 Serrenation of duties E:zlrc imitizlied Hoo 4:Managed and Messurable
120 2700 13 Cantact with suthoriies E:zlrc 2:Repestable but Intuitive 4:hanaged and Measurable
Am=ir d-hdanaced and eas irakls A hananed and Messrahls

This will display a list of controls which need to be reviewed. Some controls may have a coloured
indicator next to them, which is explained by a key on the right of the screen (not displayed above).
Click on the control name to review and edit this item. If there are any controls which you believe you
do not own please contact your organisation administrator.
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Controls Navigation

92.1.1: Policies for information security

Description: & set of paolicies For information security shall be defined, approved by management, published and communicated to employees and relevant external parties,

r Current I
[rescribe the current implementation of this contral then state the maturity of this control at present,

Current Implernentation | s Dolicy has been drafted but not yet signed off or published,

A
4928
Anzwered By User 1
Arswered Date 26 Feb 2014 21:39:46:223
Maturity -
Name Description
:xll\:toer;-t Complete lack of amy recognizable processes, The organisation has not even recognized that there iz an issue to be addressed,
1:Initialfad There iz evidence that the arganization has recognised that the issues exist and need to be addressed, There are, howewer, no standardised &
Haoc processes; instead, there are ad hoc approaches that tend to be applied on an individual or case-by-case basis,
2'Repeatablepmcesses hawve dewveloped ta the stage where similar procedures are followed by different people undertaking the same task, There is no Form. |

training ar communication of standard procedures, and responsibility is left to the individual, There is a high degree of reliance on the

bt Intuitive knowledge of individuals and, therefore, errors are likely,

Procedures hawve been standardized and documented, and communicated through training, It is mandated that these processes should be
Fallowed; howeer, it is unlikely that deviations will be detected, The procedures themsehves are not sophisticated but are the Formalisation of
exizting practices,

3:Defined
Process

diManaged
ar
IMeasur able

Managernent monitars and measures compliance with procedures and takes action where pracesses appear not bo be working effectively
Processes are under constant improvement and provide good practice, Automation and tools are used in a limited or Fragmented way,

Processes supporting this contral have been refined ta a level of good practice, based on the results of continuous improvement, Security is is
Cioptirized used in an integrated way bo autornate the workAow, providing tools bo imprawe quality and effectiveness, making the organisation quick ta
adapt,

Describe how the control is currently implemented within the ‘current implementation’ tab and
evaluate the current maturity (select the current maturity using the radio button to the right of the
page, highlighted orange above). If there are any recommendations for how this control can be
improved, click the ‘recommendation’ tab and a similar page will display.

Current Implementation Recormmendation

History | i&r

—Recommended Improvement

Describe a proposed improvement for this contral then state the
implermented.

Recammendation SMT to sign off and publish,

Proposed Implementation  [30,04/2014
Datz

Additionally a proposed implementation date can be recorded for when this recommendation can
be implemented. An email reminder will be sent out ahead of this date and also once this date has
passed. Once all controls are assessed, navigate back to the view owned controls (shown at the top
of page 2 of this guide).
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Click on the “.... Control Risk Strategies” button. This time all of the controls will display, however they

will be in a priority order based on the interrelationships within Abriska.

I Example Support Organisation (IS) - Controls

Below are all of the controls that have been assessed within this division, The risk scores are the maximum current risk associated with
controls. A risk strategy can be selected for each risk that is identified.

I Controls | Controls Graph Contral Overview | Risk Histary | Threats | Resources

Below are all of the controls that are associated with this division, the coloured indicator shows the maximum risk associated with
this contral, Click on & confrol to see further detail. Click on a risk type on the right to edit all of the associated controls,

Control Group#% Control Reference 5 Control Hame % Max Risk Indicator ¢ Risk Strateqy$

150 27001 N Palicies for information security

150 27001 512 Seqreqstion of duties

150 27001 613 Contact with authorities

150 27001 615 Infortnation security in project management

s
. =0 27001 E11 Information security roles and responsibilties

el A Fimiiimes m G dlem i mlimie m £mu i £ mhimm = s b s

Click on each control name in turn:

Inherent Controlled Treated
Msturity Level  O:Mon-existent 1:Initialild Hoc 4:anaged and Measurable

Proposed Date: 30 Apr 2014
& policy has been drafted but not yet | O0:00:00:000

Complete lack of any recognisable processes. The . )
signed off ar published. SMIT to sign off and publish.

organisation has not even recognized that there is
an izzue to be addreszed. Last updated by: User 1 @ 26 Feb
2014 21:39:46:223

Msturity
Description

Last updated by: User 1 @@ 26 Feb
2014 21:39:46:223

r-Risk Strategy

Risk Treatrment Decision®  |Retain ¥
Risk Treatment Cuwner Basic User v

Risk Review Date™

Submit

[iS

—Risk Actions

There is no Teatment action associated with this risk,

Mew Action Resolved Actions

Abriska displays three levels of risk:
e Inherent/Absolute — the risk if no controls were in place

e Controlled/Current — the current level of risk

e Treated/Residual — the estimated level of risk should improvements be made to the
controls.
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The risk treatment decision, next review date and owner should be selected and the results of this

submitted, highlighted orange above.

If individuals or teams are required to perform actions to enable this risk treatment to be effectively

implemented, the actions can be created, tracked and managed through Abriska.

—Risk Actions

There is no treatment action associated with this risk,

Mewr action

Resolved Actions

New Risk Action Setup

Risk Treatrment Action

action Owher |

Proposed Date

Subrmit

Additional details about other functionality is available within the online user guide within the top

right of Abriska (highlight orange below).

U RM Abriska

WETIMA RISK MiANAGEMENT

Logged in as: Basic User || Abriska User Guid
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